
Summary: 
The System Engineer II posi2on is a key strategic contributor to the success of quo2ng, selling, 
implemen2ng and managing our client’s networks and infrastructures. This posi2on is responsible for 
maintaining the design and integrity of client’s infrastructure systems, engaging in complex projects, and 
implemen2ng hardware and soBware solu2ons. Addi2onally, the System Engineer II will resolve complex 
incidents for clients and, by constantly monitoring the alerts generated by our tools, resolve incidents 
before our clients are aware. 

The appropriate candidate will possess a minimum of one current accredited cer2fica2on from any of 
Valor Technologies’ core applica2ons. The candidate must also be able to demonstrate competency in 
that cer2fica2on. 

Key Responsibili3es: 
1. Plan and par2cipate in system and major release updates 
2. Provide administra2on and advanced-level engineering support for technical issues involving 

MicrosoB's core business applica2ons: O365, AAD, AD, MS SQL and Exchange 
3. Provide administra2on and advanced-level engineering support for technical issues involving 

network-based technologies: WAN and LAN connec2vity, VPNs, routers, firewalls and security 
4. Provide administra2on and advanced-level engineering support for technical issues and 

incidents involving Veeam Backup and Disaster Recovery technologies 
5. Par2cipate in unplanned business con2nuity events and scheduled tes2ng 
6. Provide administra2on and advanced-level engineering support for technical issues involving 

VMware and Hyper-V virtualiza2on pla\orms 
7. Provide administra2on and advanced-level engineering support for technical issues and 

incidents involving SIEM solu2ons 
8. Provide design support services for MicrosoB-related technologies: Windows server, Azure 

Ac2ve Directory, MS SQL, etc. 
9. Provide design support services for other cloud-hosted solu2ons: Google Workspace/G Suite, 

O365, etc. 
10. Inves2gate service delivery 2ckets that have been escalated to higher-level support and provide 

mentorship wherever possible 
11. Responsible for the management of Valor Technologies' monitoring systems—u2lized for system 

performance metrics and incident handling 
12. Iden2fy, create and maintain engineering system documenta2on for Valor Technologies’ 

applica2on configura2ons and hosted services infrastructure 
13. Par2cipate in consul2ng services that may include system reviews and recommenda2ons 
14. Par2cipate in quarterly technical business reviews with clients where appropriate 
15. Communicate with clients as required in a 2mely and professional manner, keeping them 

informed of incident progress, impending changes and agreed upon outages 
16. Demonstrate the ability to create and maintain advanced-level scripts 
17. Iden2fy ways to improve customer service, percep2on and sa2sfac2on 
18. Escalate service or project issues that cannot be completed within agreed service levels to the 

appropriate peers 
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19. Exhibit knowledge of the Valor Technologies core client base and how technology relates to their 
business strategy and goals 

20. In-depth knowledge of the Valor Technologies service catalog and how it relates to customer’s 
needs 

21. Iden2fy, create and document internal processes and procedures related to du2es and 
responsibili2es 

22. Responsible for entering 2ckets and project 2me, including any expenses, into Valor 
Technologies’ PSA system in a 2mely and accurate manner 

23. Professional and 2mely comple2on of project tasks as assigned by Valor Technologies’ project 
management 

24. Con2nual review of technology advancements, maintaining up-to-date status with current and 
future technologies emerging in the industry 

25. Demonstrate understanding rela2ng best prac2ce to compliancy standards 
26. Understand and improve Autotask processes and u2liza2on to enhance automa2on 
27. Emergency par2cipa2on in an on-call rota2on 
28. Addi2onal tasks as assigned 

Qualifica3ons: 
1. Associate’s or bachelor’s degree 
2. Four (4) years of IT or related experience 
3. Four (4) years of customer service experience 
4. One (1) vendor-accredited advanced cer2fica2on (in Valor Technologies’ tech stack) 
5. Five (5) – Ten (10) years of experience working in a hosted services model using current industry 

pla\orms 
6. Excellent organiza2onal skills 
7. Excellent verbal and wriken communica2on skills 
8. Ability to scope and provide workload assessment to required tasks 
9. Preferred demonstrated experience: 

o MicrosoB server and domain administra2on: Windows 2008/2012 server and later 
o Azure Ac2ve Directory design and administra2on 
o API integra2ons and SCIM provisioning   

Skills & Knowledge: 
1. Ability to script and use command line interfaces effec2vely 
2. Experience with Storage Area Networks and storage protocols 
3. Strong wriken communica2on and presenta2on skills 
4. Ability to plan and an2cipate future needs 
5. Ability to learn and mentor new concepts to other team members 
6. Strong interpersonal skills, such as ac2ve listening and customer care 
7. Ability to mul2task and adapt to changes quickly 
8. Ability to work in a team and communicate effec2vely 
9. Service awareness of the organiza2on’s key services for which support is being provided 
10. Understanding of support tools, techniques and how technology is used to provide services 
11. Self-mo2vated with the ability to work in a fast-paced environment 
12. Perceived capacity to exude personal credibility and professional integrity 
13. Posi2ve amtude towards people and problems 
14. Ability to self start, work independently and achieve a high standard to meet mul2ple deadlines 

15. Explicitly proficient communicator 
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16. Above-par working capacity to par2cipate in small and large projects with great aken2on to 
detail 

17. Work effec2vely with staff in a team-oriented environment with a posi2ve, can-do amtude 
18. Adept in developing and maintaining strong rela2onships with management, staff, vendors and 

clients 
19. Exhibit a high degree of professionalism, balanced business judgment, tact and diplomacy 
20. Excellent problem-solving skills in both mundane and highly-sensi2ve, albeit complex situa2ons 
21. Scrip2ng knowledge (i.e., Windows command line, VBScript, PowerShell, etc.) 
22. Working knowledge of MicrosoB RDS environments 
23. Working knowledge of virtual desktop infrastructure environments 
24. Understanding of backup solu2ons and best prac2ces for online, disk and media-based solu2ons
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